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“There is too much spending on the wrong
things. Security strategies have been
driven and sold on fear and compliance
issues with spending on perceived rather
than genuine threats

7))
- Art Coviello, RSA Chief Exec




OBSERVE & ORIENT

SEISMIC FORCES
The Threat emerges out of an political,
economic, social, legal & regulatory context.

INFLUENCE

STRUCTURAL FACTORS

Systemic factors that create the enablers and
constraints that shape the Threat and our
Response.

CONTROL

l'..':_ ";__\
Yy, EVOLUTION OF TECHNOLOGY
_.r——r:_ As technology changes so does the Threat.




Current Observations

Geopolitical Structural
Forces Factors

Evolution of
Technology

Emerging Threat
Landscape

Expected Trends
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Orange
Cyberdefense

A biological hazard goes digital

Examining the crisis within the crisis




Pandemos

pan-dem-ic | \ pan-'de-mik

an outbreak of a disease that occurs over a wide geographic
area and affects an exceptionally high proportion of the
population : a pandemic outbreak of a disease.




An emergency situation that forced us to...

Work
remotely

Do more
with less

Cyber
crisis

Respond to
elevated
threats

Collaborate
virtually

Protect
vulnerable
users




Emerging threat model




Emerging threat model

Your employees are more vulner-
able to social engineering and
scams than normal.

You have less control and visibility
over the IT systems you protect
than you are used to.

Your users may be connecting
from systems and environments
that are fundamentally insecure or
poorly configured.

You may have rushed to implement
remote access systems without
having the time to plan and execute
as well as you would like.

You, your team and your providers
may be operating with diminished
capacity.
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Emerging threat model




Encryption

Uses an appropna\e

encryption algorithm

Uses a strong ef cryption key

Data is encrypted I transit

under nof mal use

Data stays em:v‘.‘pied in

transit on ,’Z:’Q\“’Jt" servers

Voice, Video and Text are all
encryp\ed

File transfers & session

recordings are encrypted

Vendor technically can't

decryp!t the data at any point,

even under regu atory
pressure (full E2EE)

Encryption mp\eﬂ'\er«m(on
has ~:.'nhs\ood scrutiny over

time
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CIS Control Group Breakdown - Breach CIS Control Group Breakdown - Vulnerability CIS Control Group Breakdown - Threat

basic 23.8% basic 84.42% basic 38.8%

® foundational 41.3% ® foundational 9.09% @ foundational 33.9%
organisational 34.9% organisational 6.49% organisational 27.3%
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summary:

amount:
date:

control_fail_count:

MGM Grand Leaked Details of 10.6 Million Guests
Last Summer

10,600,000
2020-2
1




Geopolitical Structural

Forces Factors

Evolution of
Technology

Emerging Threat
Landscape

You can outrun some of the bulls
some of the time, but you can't
outrun all of the bulls all of the

time.




We live and work in an inter-connected, inter-dependent world.

We must think beyond the single-dimensional risk we are addressing for our

business and consider the impact of the secondary and tertiary effects on the

Recognize that what's bad for society generally, is bad for us as businesses
too.




Thanks!

Any questions?
You can find me at @charlvdwalt & charl@ocd.link




