State of Ransomware in SA

The true impact on businesses in SA
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Know your enemy..
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Public Shaming
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Congratulations! Payment has been made
successfully!




Online negotiations (9]

CONTI Recovery service -

Hello. | have come to the chat and have full authority to negotiate from my manager. What

do we need to do to get our data back? Can you help?

15 days ago

Please, introduce yourself (Company name and your position) and we'll provide all
necessary information.
Sometimes our staff is busy, but we will reply as soon as possible.

@ Be in touch, thank you

14 days ago

| am a IT lead technician with ExaGrid Systems. ®
14 days ago

As you already know, we infiltrated your network and stayed in it for more than a
month(enough to study all your documentation), encrypted your file servers, sql servers,
downloaded all important information with a total weight of more than 800 GB: personal
data of clients (home addresses, SSN phone numbers of the contract), employees (SSN,
home addresses, employment contracts, scans of personal documents, phone numbers),
contracts with partners, NDA forms, customer bases, consolidated financial statements,
payroll, tax returns, settlements with partners, bank statements, source code and etc.
The good news is that we are businessmen. We want to receive ransom for everything that
needs to be kept secret, and don't want to ruin your business

The amognt at which we are ready to meet you and keep everything as collateral is $
7,480,000.

14 days ago
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Onlme negotiations

KnewBe4

We are ready to accept $2.6M
€ days ago

Okay, we will set up a call with the board members to get them to agree to the $2.6M. It will take an
hour or two to get them together. Once we get approval we will start the fund transfer process. ®
6§ days ago

Ok.

6 days a0

It was a tough call but we did get the board approval for $2.6M. We are starting the process of

wiring the funds please give instructions.

Our BTC wallet is 1JWnZmkJwJSK6F21nypCAGzsR6TVhPRA4P

& days ago

Hello. We are n&
wallet. 1JWnZmkJwJS 6F21nprA

shorﬂy PleaseconﬁnnthathsuthecomdBTC

6 days a0

Hello. Can you confirm before we send it? We don't want it to go to the wrong address. Thanks!
€ days 00

Good Evening. Just checking to see if someone can confirm the BTC wallet, please. ®
5 days ogo

Our BTC wallet is 1JWnZmkJwJSK6F21nypCAGzsR6TVhPRA4P

5 duys age

Good Moming. Thankyoukxoonﬂnnlng Wae will be sending the payment shortly. Please let me

know when you receive it.

Payment received. We will now prepare everything you need.

5 days ago

Cyberdefense




Ransomware Ecosystem @

+ Run like a business with CEOs, Ransomware-as-a-Service
incentives, partners (affiliates)

* FBI tracked 100 different
ransomware strains

* Focus on different sectors and
regions?

KnewBe4
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Players and Victims

2,841 leaks

KnewBe4 Orange
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Victimology and Targetting
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Victimology and Targetting @

KnewBe4 Orange
Human enor Conquen Cyberdefense




KnawbBe4 12
Cyberdefense



@

Cy-Xis a form of computer crime in which the security of
a corporate digital asset (Confidentiality, Integrity or
Availability) is compromised and exploited in a threat of
some form to extort a payment.




Ransomware 2.0

Bonaci Group Blog Data Market About Us

About Us

Welcome to our insider team "Bonaci Group".
We are testing security systems of companies in order to steal their confidential data.

We are not engaged in data encryption, we only sell our silence about data breaches and security vulnerabilities
found.

80% of all funds received are for charitable purposes.

If the company refuses to pay for silence, their data will be posted on the blog, and the fact of confidential data will
be made public.

KnewBe4 14
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Ransomware 2.0 %
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There is something of an unexpressed

complicity: between the pirates, who
threaten liberty but by and large not the

lives of crews and maintain their ransom
demands at levels which the industry can
tolerate; the world of commeree, which has
introduced precautions but advocates the
freedom to meet the realities of the
situation by the use of ransom payments;
and the world of government, which stops
short of deploring the payment ransom but
stands aloof, participates in naval
operations but on the whole is unwilling to
combat pirates with force

KnewBe4 Orange
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What does
this mean for

us in SA?
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Survey

Demographics

ITWeb and KnowBe4 Ransomware Survey —
September 2021
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On a scale from 1 (not at all) to 5 (very concerned) how concerned

Concern
are you about ransomware?

57%
82% concerned

0%

Very concemed Concerned Neutral Slightly concemed Not concerned N/A

I<n®wBe4 ITWeb and KnowBe4 Ransomware Survey — September 2021




Poll Question If attacked, would your company pay the ransom?

* No

» It's complicated and depends on the impact on business
 ldon't know

* Yes, paying will cost less

* Yes our cyber insurance covers ransoms

All answers are anonymous

KnewBe4
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Pay: Yay or

If attacked, would your company pay the ransom?

Nay?

35%

No, we have No, paying the It's complicated |dontknow Yes, it's better Yes, paying will Yes our cyber

back-ups and ransom does anddepends on than dealing cost less insurance
are prepared for not guarantee a the impacton with business covers ransoms
an attack decryption key business disruption, lost
and could continuity and data and
further type of data remediation
encourage exfiltrated /
attackers extorted

I<n®wBe4 ITWeb and KnowBe4 Ransomware Survey — September 2021
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Pay: Yay or
Nay?

If attacked, would your company pay the ransom?

— 1 67% No

35%

32%

19% maybe

5% yes

19%

No, we have No, paying the It's complicated |dontknow Yes, it's better Yes, paying will Yes our cyber

back-ups and ransom does anddepends on than dealing cost less insurance
are prepared for not guarantee a the impacton with business covers ransoms
an attack decryption key business disruption, lost
and could continuity and data and
further type of data remediation
encourage exfiltrated /
attackers extorted

I<n®wBe4 ITWeb and KnowBe4 Ransomware Survey — September 2021
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Prepared? How well prepared is your organization for a ransomware attack?

36%

64% prepared 15% not enough

28%

Prepared Well prepared Somewhat Should be more Not at all prepared
prepared

KnewBe4

Cyberdefense



Poll Question

Have you suffered a ransomware attack in the past?

* Yes encryption only

* Yes, double extortion (exfiltration of data, encryption)
* Yes exfiltration of data only

* Yes all of the above plus DDOS

* No

e | don’t want to answer this

All answers are anonymous

KnewBe4
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Have you suffered a
ransomware attack
in the past?

ITWeb and KnowBe4 Ransomware Survey — September 2021 Participants (378 )

EYes

m Yes, multiple incidents
No
| don't know

Total yes: 32%

26



Industry

Breakdown

How well prepared is your organization for a ransomware attack?

Finance Industry
100% 77%

50% .
17% 6%

00/0 - —

Prepared Somewhat  Not enough

KnewBe4
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ITWeb and KnowBe4 Ransomware Survey — September 2021
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Industry

Breakdown

How well prepared is your organization for a ransomware attack?

Finance Industry Telecommunications

0 100%
100% 77% 80% 70%
50% . 60%
I 17% 6% 40% L o
0% - — 20% o
Prepared ~ Somewhat  Not enough 0% | |
Prepared  Somewhat Not enough
Have you suffered a ransomware attack in the past?
1% 9%
39% 34% 57%
50%
=No =Yes =|don'tknow
=Yes =No =|don'tknow

KnewBe4

ITWeb and KnowBe4 Ransomware Survey — September 2021
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Does your cyber insurance cover your organisation

Insurance _
against ransomware?

31%

23%
22%
19%
No, we don't have cyber Yes, but limited Yes, fully covered No, paying ransoms is
insurance excluded from our cyber

insurance policy

KnewBe4
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Business Impact

On a scale of 1-5 how drastic was the impact to your business?

2,5

0 I I I I I I

Business disruption Loss of data Revenue losses Brand damage / Regulatory impact, fines  Other, not listed above
reputational damage

1
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Financial

Impact

30%
27%

25% 24%

20%

17%

15% 14%

13%

10%
5%

More than R1-million Over R500 000 Between R100 000 to Less than R100 000 Less than R10 000 | don't know
R499 000

5%

0%

Kn@WBe4 ITWeb and KnowBe4 Ransomware Survey — September 2021
Human error. Conquered. Cyberdefense




Remediation costs vary based on your location

Locking at the ransomware remediation Costs at a country level we see considerable variations

N
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Remediation

I w
I|§|w
G B

Switzerland [486) $143

Costs

Germany [137) §117

$126

South
Africa
$447,097
~R6.4 M

a

w

8 2
EEIE!EHsgge
s H EH E

South Africa (48]

KnewBe4 , . .
Source: Sophos “The State of Ransomware 2021 Conch Resubilc 190)




Attack Type What kind of attack(s) did you experience?

Encryption of data Other Encryption and Any of the above  Exfiltration of data
only exfiltration of data combined with DDOS only
“double extortion” attack

ITWeb and KnowBe4 Ransomware Survey — September 2021

KnewBe4
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How did you

respond?

ITWeb and KnowBe4 Ransomware Survey —
September 2021

KnewBe4

Human error. Conquered. Cyberdefense
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10%

0%

18%

| don't know

How did you respond? @

78%

4%

We paid We remediated internally, i.e.
recovered from back-ups,
notified our customers



Counter- On a scale of 1-5, what countermeasures do you feel are most

measures effective in stopping ransomware?
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Root cause that allowed the ransomware to gain @
initial foothold access into your environment?

30%
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Top Initial Root causes 9

2. RDP

St 3. Unpatched Software
statista . 4 . . ] 4. Password / Credentials

Forbes Magazine
Article

Datto’s Report

Hiscox Cyber
Readiness

Sophos Report

Averages

Source: Root causes of Ransomware by Roger Grimes 2021 Oran ge
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Know your enemy..

Compromised Real C2 Extortion Site

Redirect Infrastructure Infrastructure
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@ Deploy ransomware: Domain
"A Controller, SCCM, _bat files,
GPO, PSExec or SMB

%
fil

[

hound £S

=

il

Windows Se

GMER (9 [0
Entry Paint ProcessHacker /L ” 43 ‘(D E

TDSSKiller LOLBins Advanced

=

i

IP Scanner MEGASync Cover tracks: remove or

Domain roll aver logs Sell stolen data
Security Controls Controller

to disable
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Initial Access Reconnaissance | Exfiltration Deployment Extortion
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Defending Against Ransomware Advisory @
.
Defending Against
Ransomware Table of Contents

An Advisory by the South African Cybersecurity Mub
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NIST

5 Functions FRAMEWORK
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Anticipate & Identify

~ | FRAMEWORK
%
®  Anticipate the threat %,
®  Know Your Adversary
[ J

Know Yourself

Table-top and technical simulation exercises

Asset discovery

Internet attack surface

Check for weak passwords

Patch local privilege escalation vulnerabilities
Perform scans / searches on relevant vulnerabilities
Regular pen tests

KnewBe4
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Protect

Security Awareness & Culture
Endpoint Detection & Response (EDR)

Strong authentication ﬁESTmcIEB AREA -'
Security Hygiene Practices ) ;UTHGBIZED PERSGNS ONLY

Enforce least privilege
®  Backup & Retention Policy (3-2-1 Rule)




Detect

® EDR

Network Threat Detection
Detect & prevent phishing
Deception technology (Canaries)

KnawBe4

Cyberdefense
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Respond

Stay calm

Disconnect
Determine scope
Keep people informed
Don’t pay (if you can)

KnawBe4

Cyberdefense



Recover

¢ Establish a trustworthy beachhead
®  Recovery is a marathon
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Good Resources

Cyberdefense &yl

Defending Against
Ransomware

An Advisory by the South African Cybersecurity Mub

s s w8 et &l bge (e Swtem

A comprehensive guide to tackling
the cyber extortion threat

https://orangecyberdefense.com/global/white-papers/beating-ransomware/
https://info.knowbe4.com/ransomware-hostage-rescue-manual-0

KnawBe4 a9


https://orangecyberdefense.com/global/white-papers/beating-ransomware/
https://info.knowbe4.com/ransomware-hostage-rescue-manual-0

€

° Extortion Attacks are here to stay
It's a crime not a technology
Defense in Depth

Plan for the worst...

Key Take
Aways

KnawBe4
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Agenda
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* Why extortion happens
* A systemic response

* A criminological response
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Orange
Cyberdefense

= Political Economic mSociocultural ~ Technological

100%

90%
80%
70%
60%
50%

40%
30% —— EEEE— — — —
20%
10%

0%
Root causes Accelerators Enablers Shapers

Increased Impact

It could be argued that the
elements of our model broadly
pit the real-life context of the
criminal against the deep-
rooted security debt that has
accumulated in our technology
stacks as we have rushed over
the past three decades towards
an everything digital /
everything online society. All of
this perpetuated by skewed
economic drivers and political
ambivalence



Reducing the Ransomware threat — Comprehensive Response




Please get in touch:

In Anna Collard /
— /S e

. @annaCollar @charlvc

KnewBe4

Human error. Conquered.

Tel: 855-KNOWBE4 (566-9234) | www.KnowBe4.com | Sales@KnowBe4.com



